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Case Study

Customer is a large retail store chain in Switzerland

Sales areas are covered with WWLANSs for inventory management
Customer reported sporadic hang ups of bar code scanners
Scanner recovers after delays up to minutes back to normal
Application is mission critical for logistic purposes

Finger pointing between scanner vendor and WLAN deployer
Customer is stuck between a rock and a hard place, since month!

Task: Analyze WLAN and investigate the source(s) of problems
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Case Study

Situation facts:

»  WLANSs working in A-Band (5 GHz)

»  WLANSs encrypted with \WWPA2 enterprise
»  WPAZ2 decryption keys are not available
Tools used:

 Wireshark with three AirPcap Nx Adapters
«  WiSpy DBx for frequency analysis

Three AirPcap Nx combined

 (Case demonstrates WLAN troubleshooting with even encrypted data
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WLAN troubleshooting

Possible causes for the hung up problem: g

Radio gaps in WLAN covering

Radio interferences from other devices [P s

Overloaded WLAN cells

Roaming problem

Settings / defects on Access Points
Settings / defects on Mobile Clients
Application or handling problems
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Frequency analysis with WiSpy (MetaGeek)
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WLAN troubleshooting

Setup your Wireshark with:

Choose 802.11+ Radio for 802.11 A/B/G

Choose 802.11+ PPI for 802.11 N (Per-Packet Information)

This will add a Radio Tap Header to each frame with radio values
Add columns to display values
Colors will improve orientation

-1

Interface

AirPcap USE wireless capture adapter nr. 00 | Blink Led |

5180 [A 36] +| Include 80211 FCS in Frames

sett |0 %
80211 + Radic |
802.11 Only
802.11 + Radio
80211 + PPI

FCS Filter: All Frames |+ |

| ‘ Apply | | Cancel

~d
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WLAN troubleshooting

Management Frames:

e Beacon

e Probe request and response

e Authentication

e Deauthentication

e Association request and response

e Reassociation request and response
e Disassociation

Ad-hoc-Networks only:

e Announcement Traffic Indication Message (ATIM)
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WLAN troubleshooting

Control Frames:

e Request to Send (RTS)
e C(Clear to Send (CTS)

e Acknowledge

e Power Save Poll

Only for PCF-Mode:
e Contention Free End (CF-End)
e Contention Free End + Acknowledge (CF-End+CF-ACK)
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WLAN troubleshooting

Data Frames:
e Data
e Null Function

Only for PCF-Mode:

e Data + CF-Ack

e Data + CF-Poll

e Data + CF-Ack + CF-Poll
e CF-Ack (no data)

e CF-Poll (no data)

e CF-Ack + CF-Poll (no data)
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WLAN troubleshooting

BSSID

- <<<<<<<<<m--."|<<<<«<«<<<<

To Distribution System

Type

-.'Al

Ethernet Frame Ethernet Frame

Stal From Distribution System Sta2
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WLAN troubleshooting

BSS ID D
Sta2 AP

A
(((((((«-.’ MAC AP MAC Stal MAC Sta2 m«((((((((«(
ﬁ — Data Frame
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WLAN troubleshooting

WLAN Client Blocke_da_lwlmshﬂ 1.6.8 (SVN Rev 42761 from /trunk-1.6]

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help i
o e EEX2Le A¢e*»TFL2I([EE Qaaaf $¥BWx% 8

Filter: |Z|Expressior1... Clear  Apply J
Mo. Time Channel TXSpeed  Signal (dBm)  SNR Source Destination Protocal Info

4 | L

Frame 39: 161 bytes on wire (1288 bits), 161 bytes captured (1288 bits)
= Radiotap Header vO0, Length 28

Header revision: 0

Header pad: 0

Header length: 28 i

Present flags
MAC timestamp: 742490447
Flags: 0x10
Data Rate: 6.0 Mb/s
Channel frequency: 5180 [A 36]
m Channel type: 802.11a (0x0140)
SSI Signal: -71 dBm
S5I Noise: -95 dBm
Signal Quality: 92 e
Antenna: 0
SSI Signal: 24 dB ]
IEEE 802.11 Beacon frame, Flags: ........ C ]
o e S

bt e il A B -'-.L-l“\-\.""xﬂ.’“*’_d““""‘"‘\" - e matenm L am R PUNFE
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WLAN troubleshooting

The position of your Wireshark analyzer is relevant for analysis !

Where should you capture?
* |f you suspect a single cell problem, stay near the Access Point
If you suspect a roaming problem, move with the Mobile Client

Use Beacon S/N ratio to define your position in relation to APs
Signal to Noise (S/N) ratio should be = 20 db

Sometimes, a graphic tells us more than a thousand frames
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WLAN troubleshooting

E
u Wireshark IO Graphs: WLAN Client Blocked., E

AP a9:37:80 AP a9:3b:c0
| Channel A48 Channel A40 i
—25
AP a9:3c:60 AP a9:38:40 B
Channel A36 Channel A36 L
|IIII||III|I|II|IIII|IIII|IIII|IIII||III|IIII|IIII||I|||IIII|IIII||II||IIII|IIII|IIII| G
Os 10s 205 30s 40s S0s 60s 70s &0s
4 n 3
Graphs K Axis
|Graph 1] Color [Filter:| wlan.sa == 00:15:70:fb:c4:57 | Cale: AVGK) | =] radliotap.db_antsignal Style: Line | ||| Tickinterval: 1 sec ]
[Graph 2] ColurIFiIter:J wlan.sa == 00:1b:2b:a%:3b:cl Calo AVG(Y) |E| radiotap.db_antsignal Style: |Line |z| Presiieiies 10 E
[7] View as time of day
[Graph 3] IFilter:J wlan.sa == 00:1b:2b:a%:37:80 Calc AVG(T) |E| radictap.db_antsignal Style: |Line |z| i
15
[Graph 4]COInrlFiIter:J wlan.sa == 00:1b:2b:a%:3c:60 Calc| AVG(T) |ZI radictap.db_antsignal Style: |Line |ZI Unit: Advanced... E
|Graph 5| |Filter:| wlan.sa == 00:1b:2b:a0:38:40 | Calc: AVG(*) E| radiotap.db_antsignal Style: Line E| Scale |50 -]

Help Lopy

Save Close

S/N ratio of four Access Points
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WLAN troubleshooting

Lets check to WhICh Access Pomts our Moblle Cllent |s assomated

R [P

e i — T e e e e T T T

Fllter wilan. addr::UU:UU:Uc:U?:ac:UU &8 wlan. addr::UU 15 ?0 fhicd: 5? IZI Expressmn Clear -—rrl';.-'

Signal (dBm)  SNR Source Destination Protocol  Info -
-41 55 dB SymbolTe_fb:c4: ATT-HSRP-routers_00 LLC S P, func=REJ, N(R)=65; DSAP 0x3

TX Speed

No. Time Channel

28 0.000000 5200 [A 40] 54.0
87 1.001639 5200 [A 40] 54.0 -47 49 dB SymbolTe_fb:c4:57 ATI-HSRP-routers_00 LLC I P, N(R)=83, N(S)=1; DSAP SNA P:

146 1.002545 5200 [A 40] 54.0 -47 49 dB SymbolTe_fb:c4:57 AT1-HSRP-routers_00 LLC S P, func=RR, N(R)=67; DSAP Ox7a -

I 2

= Frame 28: 622 bytes on wire (4976 bits), 622 bytes captured (4976 bits)

Radiotap Header v0, Length 28

= IEEE 802.11 QoS Data, Flags: .p..... TC
Type/Subtype: QoS Data (0x28)

Frame Control: 0x4188 (Normal)

Duration: 44 . . .

| BSS Id: Cisco_a9:3b:c0 (00:1b:2b:a9:3b:c0) | at the beg|nn|ng Of the trace f||e
Source address. sSymbolTe Th:c4:57 (00:150:70:1b.C4:.57)
Destination address: Al1-HSRP-routers_00 (00:00:0c:07:ac: 00)

LEERAMENT. NUIBLEr: 0 asssmeon i e b s s s BB et gt R S P,
ot et i lzlExpre55|onC|;ar— i - s T e e e T e
No. Time Channel TX Speed  Signal (dBm)  SNR Source Destination Protocol  Info -
15407 0.987892 5180 [A 36] 54.0 -41 54 dB8 SymbolTe_fb:c4:57 ATT-HSRP-routers_00 LLC I, N(R)=3, N(5)=125; DSAP Oxa2 It
15459 1.013728 5180 [A 36] 54.0 -54 42 dB symbolTe_fb:c4:57 Al1-HSRP-routers_00 LLC I P, N(R)=77, N(5)=101; DSAP 0x5(

15520 1.001697 5180 [A 36] 54.0 50 dB SymbolTe_fb:c4:57 All1-HSRP-routers_00 I P, N(R)=93, N(5)=60; DSAP 0Ox46 |

4 I

= Frame 15520: 622 bytes on wire (4976 bits), 622 bytes captured (4976 bits)
= Radiotap Header v0, Length 28
= IEEE 802.11 QoS Data, Flags: .p..... TC
Type/Subtype: QoS Data (0x28)
® Frame Control: 0x4188 (Normal)
Duration: 44 .
[_BSs Id: Cisco_a9:3c:60 (00:1b:2b:a9:3c:60) | at the end of the trace file
Source address: SymbolTe_fb:c4:57 (00:15:70:fb:c4:57)
Destination address: AT1-HSRP-routers_00 (00:00:0c:07:ac:00)
S o Ve =Ty PN 10T o BRSNS ST S S P e P NP S
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WLAN troubleshooting

i |
=’
AP a9:37:80
Channel A48
1. Client A

associated

Wireshark
with three
AirPcaps

Mobile
Client
fb:c4:57

2. Client
roaming

AP a9:3c:60
Channel A36

AP a9:3b:c0
Channel A40

e

I |
='
AP a9:38:40
Channel A36

+
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WLAN troubleshooting

-
u Wireshark IO Graphs: WLAN Client Blocked.pcap

Click on graph to

| Mobile Client jump to frame AP 39:3b:c0 |
fb:c4:57 Channel A40 I

[ —

. . lk- b AL Y i ;
o TN A |
AP a9:3c:60 J&W\w ||

Channel A36 B
| T I T | T I T | T I T | T T | T I T | T I T | T I T | T I T | G
Os 20s 40s 60s 80s 100s 120s 140s 160s
T F
Graphs X Axis
[Graph l] Color | Fjlter:| wlan.sa == 00:15:70:fb:cd:57 | Calc: AVG(Y) E radiotap.db_antsignal Style: |Line EI Tick interval: 1 sec |Z|
[Graph ?_] Color | Fjlter:| wlan.sa == 00:1be2b:a%:3b:cl | Calc AVG(Y) B radiotap.db_antsignal| Style: |Line EI s A s 3 IE'
View as time of day
|Graph 3| <o/« [Filter| | wiansa == 00:1b:2b:293780 | Calc: AVG() |+ | redliotap.db_antsignal Style: Line |~ ‘A
3
[Graph 4] Color | Fjlter:| wlan.sa == 00:1be2b:a%:3c:60 | Calc AVG(Y) E radiotap.db_antsignal Style: |Line EI Unit: Advanced... |E|
|Graph 5| [Filter| | wian.sa == 00:1b:2b:a0:38:40 | Calc: AVG(") E radiotap.db_antsignal Style: | Line E| Scale | Auto ]
Help Copy Save Cloze

S/N ratio of two Access Points and mobile client

16 © 2012 Leutert NetServices SHARKFEST ‘1 2



WLAN troubleshooting

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

= BEAXEE Aae+»aTF2IEE Qaal #BB% O
Filter: wlan.addr==00:15:70:fb:c4:57 IZIExpression... Clear Apply

No. Time Channel TX Speed  Signal (dBrm)  SNR Source Destination Protocol Info -
Sb4uU 1./UdYdL  3ZUU 24.U =33 41 OB DYmMpOIle_TD: : Al l-HdKEP-routers_uu LLC U, TUNC=unknown, U>AF Nes1

5642 0.006392 5180 6.0 -59 37 dB symbolTe_fb:c4: Cisco_a9:3c:60 802.11 Authentication, SN=911, FI
5646 0.003640 5180 6.0 -59 37 symbolTe_fb:c4: Cisco_a9:3c:60 802.11 Reassociation Request, SN:

.000483 . Cisco_a9:3c: SymbolTe_fb:c4:57 Request, Identity [RFC374¢

7345 0.041377 5200 40] : symbolTe_fb:c4: Broadcast Probe Request, SN=914, FN-
7349 0.041269 5220 [A 44] ; symbolTe_fb:c4: Broadcast Probe Request, SN=915, FN:
7353 0.041995 5240 [A 48] ; symbolTe_fb:c4: Broadcast Probe Request, SN=916, FN:-

7415 1A1554 &1R0 Ta 3R1 svmhn1Te fh- . Cisrn A9-3c-AN Anthenticatinn  SN=G1G Fr~

4

® IEEE 802.11 QoS Data, Flags:
® Logical-Link Control
= 802.1X Authentication
version: 1
Type: EAP Packet (0)
Length: 46
= Extensible Authentication Protocol
Code: Request (1)
Id: 1
Length: 46
Type: Identity [RFC3748] (1)
Identity (41 bytes): \000networkid=VLAN854,nasid=bash322,portid=0

0 Frame (frame), 116 bytes Packets: 15527 Displayed: 698 Marked: 0 Load time: 0:00.826 Profile: WLAM_Radio_Tap
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WLAN troubleshooting

Findings:

- Last frame seen before hang up: Request ID
 No reaction from the client at this point

» After 30 sec the client is deauthenticated by AP
Important question: Did the frame arrive at client?
« [fYES -> Client should reply with: Response ID
 |f NO - AP should retransmit the Request ID

Can we tell if the Request ID has arrived at the client? Yes we can!
 Have a closer look at the trace file and you will find the answer !
(Hint be careful with display filter)
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WLAN troubleshooting: The Solution

File Edit View Go Capture Analyze Statistics Telephong Tools Internals Help
Beoes BEXEE A¢e+»TL2IEE QAN #¥M % 8
Filter: |2|Expression... Clear Apply
iNo. Time Channel _ TXSpeed  Signal (dBm) SNR SDEIFCE _ Destination. Protocol Info . . . fl
5647 0.000039 5180 [A 36] 6.0 -58 38 dB symbolTe_fb:c4:57 (RA) 802.11 Acknowledgement, Flags=.......
5648 0.000600 5180 [A 36] 54.0 -58 38 dB Cisco_a9:3c:60 SymbcﬂTe fb: c4 57 302 11 Reassociation Response SN=503
A0 b A b £ alz -3 -f0 (pa) B0 11 Acknow lodogomon

5650 0.000423 51h0 [A 36] 1, 3 38 dB Cisco_a9:3c:6 bymbo1Te th: c4 5" EAP

5651 0.000044 5180 [A 36] . dB Cisco_a9%9:3c:60 (RA) 802.11

O . UL620906 LU - U - = LG U__dY . - HIOdUCdS L oUl. 11 bE N

5653 0.005999 5240 [A 48] . dB Cisco_a9:37: Broadcast 802.11 Beacon fr'ame SN=. 1523 FN—O F

5655 0.008660 5180 [A 36] " dB Cisco_a9:3c:60 Broadcast 802.11 Beacon frame, SN=504, FN=0, F1
5656 0.065075 5200 [A 40] . dB Cisco_a9:3b:c0 Broadcast 802.11 Beacon frame, SN=3870, FN=0, F
5657 0.006124 5240 [A 48] . 31 dB Cisco_a9:37:80 Broadcast 802.11 Beacon frame, SN=1524, FN=0, F

5659 0.008622 5180 [A 36] 6.0 -69 26 dB Cisco_a9:3c:60 Broadcast 802.11 Beacon frame, SN=505, FN=0, FI
.3660..0-065096 . 3200 [A 40] .p-0 ... m38 37 dB Cisco a9:3b:c0 . Broadeast . . .-._ .. 802.11.. .Reacon frame,..SN- 387,1M EN;.(I _E

* In WLAN, all frames correctly received are acknowledged !

 The client does acknowledge the reception of Request ID in frame 5651
 The client should now process the request and reply with a Response ID
 Abug in the client firmware caused this sporadic misbehavior

 The client vendor provided an upgrade and the problem was solved !
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Thanks for visiting

© SeaPics.com

Hope you learned something useful

Rolf Leutert, Leutert NetServices, www.wireshark.ch
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